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1.0 User Manual Introduction 

This document contains instructions for the use of DaCS™ Version 3.6. Please refer to the DaCS 
Installation Guide and the DaCS Administrators Guide for installation and configuration of the 
system. 

In this manual there are specific differences, pointed out at various places, in relation to Excel 
2007 and previous versions of Excel (97 to 2003), these are clearly marked with the Office button  

2.0 What Is DaCS™? 

DaCS™ is very much like an add-in to Microsoft® Excel. It is a program that you run in 
conjunction with Excel that modifies how it works.  

The three most obvious changes are: 

·  You now have to log into DaCS™  

·  Excel now has some features turned off 

·  Excel runs a little bit slower than normal.  

What DaCS™ has done is add the technical controls required by regulations (such as FDA 21 
CFR 11) to help bring your organization’s usage of Excel into compliance with electronic records 
requirements. Audit trails are automatically generated when you make changes to a workbook, 
and the audit trail is stored as a worksheet in the workbook itself. Workbooks contain digital 
signatures so that the file integrity and authenticity can be verified. You can even execute an 
electronic signature to worksheets in the workbook, eliminating the need for signed paper copies. 

3.0 What are the advantages of using DaCS™? 

·  Compliance with regulatory requirements such as FDA 21 CFR 11 or Sarbanes-Oxley. 
Representatives from the FDA have stated on numerous occasions that files generated by 
Excel are electronic records and are required to be in compliance with the rule. Audit 
consulting firms also recommend financial spreadsheet controls such as what DaCS 
provides. 

·  Workbooks controlled by DaCS™ are completely portable. You can send a DaCS™-
controlled workbook to anyone, anywhere. If they have Excel, they will be able to open and 
read the workbook, but not make changes. If they have their own copy of DaCS™, they will 
be able to open and edit the workbook. This allows you to collaborate, share, and transfer 
files while remaining in compliance. 

·  Security features in DaCS™ identify who has opened or edited a workbook, and prevent 
unauthorized changes. If someone “hacks” a workbook protected by DaCS™ and makes 
changes, the system will automatically detect the tampering and fraud. 

·  The audit trail is detailed down to the level of showing entries and changes to cell data and 
formulas. Unlike centralized systems, DaCS™ retains the audit trail for a file inside the file. 
This means that if the file is e-mailed or moved, the audit trail is always with the file. 

·  The electronic signature capabilities of DaCS™ allow you to sign worksheets in a workbook, 
eliminating the need for signed paper copies. Signatures are completely free of any charges, 
and do not require any Internet connection.  

·  DaCS™ is very configurable and allows you to create your own compliant Excel-based 
applications, including use of VBA macros. 
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4.0 DaCS™ and Excel 

DaCS™ runs in a separate process from Excel. This means that any dialogs, forms, or messages 
that DaCS™ display, are running separately from Excel. While the DaCS™ application is waiting 
for a user response, Excel is also waiting on DaCS™. There are two things that you will notice 
when this occurs: 

·  Another item will appear in the Taskbar for DaCS™. This is for the form being displayed. 
If you switch to another application and try to switch back to Excel, you will find it to be 
unresponsive. You need to select the Taskbar item for the DaCS™ application. 

 

·  When a DaCS™ form is being displayed, Excel may not be able to refresh itself. If you 
move the DaCS™ form, it will “erase” whatever is underneath it in the Excel window. 
Once the form is dismissed, Excel can refresh itself and will reappear. 

 

5.0 DaCS™-Controlled Workbooks 

DaCS™-controlled workbooks are no different in format from regular Excel workbooks. This 
means that anyone with Excel will be able to open and view the contents of the workbook. 
However, they will not be able to edit it. If they do, they will receive the following error message: 

 

 

 

They will not be able to remove protection, because the workbook is protected with a randomly 
generated password. (If you open a DaCS™-controlled workbook in regular Excel, or if you have 
DaCS™ disabled, the workbook will be protected and you will not be able to modify it either.) 
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6.0 Using DaCS™ 

6.1 Starting DaCS™ 

Your System Administrator (SA) will most likely set up DaCS™ on your computer so that 
you have to start it deliberately. DaCS™ does not permanently alter Excel, so when you 
quit DaCS™, Excel returns to “normal”. The next time you run Excel, it will be in its 
normal mode and DaCS™ will not be running. 

DaCS™ is started by opening an Interface Workbook. This is a workbook that acts as a 
link between Excel and the main DaCS™ program. When the workbook is opened, it 
automatically starts the DaCS™ program. Interface Workbooks allow for a great deal of 
system customization, so you may have several Interface Workbooks available, each 
suited for a particular task. We will assume that you will only be using one in this manual. 

6.1.1 DaCS™ may be started any of these ways: 

·  If the Interface workbook has been placed in the Excel startup directory, 
it will open automatically when Excel is launched, thus causing DaCS™ 
to start. 

·  By selecting it on the Start menu, by selecting Start | All Programs | 
ABB | DaCS. 

·  With Excel running, open the Interface Workbook as you would any other 
workbook. 

·  Double-click on the DaCS™ Interface Workbook from Explorer, as you 
would normally open any other Excel file. 

6.1.2 Depending on your security settings, and how the workbook was opened, you 
may be presented with a message that the workbook contains macros. You need 
to click on “Enable Macros” or “Yes” in order for DaCS™ to run. 

 

 

Excel 2007 Warning appears above the Spreadsheet, clicking on the Options… 
button gives the ability to “Enable Macros” 
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6.1.3 When the workbook opens, you will see something similar to the following. 
DaCS™ may start automatically, hiding the workbook and going straight to the 
login window. If not, click on the Start DaCS button to bring up the login window. 

 
 

If the button doesn’t work, make sure you chose Enable Macros when you open 
the workbook. Otherwise, if you’re using Excel 2000 or higher, check your macro 
security settings under Tools | Macro | Security. The setting needs to be at 
Medium in order to be able to choose Enable Macros. 

Excel 2007 You access the security settings under the Office Button | Excel 
Options | Trust Centre | Trust Centre Settings…| Macro Settings. The setting 
needs to be at “Disable all macros with Notification” to be able to choose Enable 
Macros. 

NOTE 

It is possible to have regular non-compliant Excel workbooks and compliant DaCS™-
controlled workbooks open at the same time.  Refer to Section 7.4. 

 

IMPORTANT 

DaCS™ is localized to the instance of Excel that it is opened in. If you switch to a 
different instance of Excel, you will need to start DaCS™ in that instance separately. 
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6.2 Logging In 

In order for DaCS™ to identify who you are, and to load your electronic signature profile, 
you need to log into the DaCS™ application. This is separate from your network or 
workstation login. The DaCS™ application will connect to the database defined in the 
Interface Workbook to verify your identity. 

 

IMPORTANT 

If you have multiple Interface Workbooks, be aware that they may point to different 
databases. This would be the case if all the computers DaCS™ is installed on are not 
networked together. Your System Administrator will let you know if there are multiple 
databases; and will take steps to replicate your account across them so that they all have 
the same password. 

 

6.2.1 At the prompt, enter your username and password. There will be a note as to 
whether or not logins are case-sensitive. If logins are not case-sensitive, DaCS™ 
converts your username and password to all upper-case letters. 

 

 

6.2.1.1 Clicking Cancel will cause DaCS™ to ask if you want to quit the 
application.  

 
·  If you choose Yes, DaCS™ will quit and you will be returned 

to normal Excel. 

·  If you choose No, you will be returned to the DaCS™ login 
screen.  
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6.2.1.2 Clicking on OK will verify that the username and password you 
supplied are correct. 

·  If both are correct, DaCS™ will proceed to set up Excel. 
(However, if you need to change your password you will 
need to do that first; see Section 7.10) 

 

·  If the username is incorrect, you will see this screen: 

 

 

·  If the password is incorrect, you will see this screen: 

 
 

IMPORTANT 

If you exceed the number of tries without entering the correct information, the specified 
action will occur. Also, DaCS™ will record the event in the user database audit log along 
with information identifying the workstation it occurred on. 

 

NOTE 

The number of tries you get either way is set by your System Administrator in the 
Interface Workbook. 
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6.3 Initial Login Password and Passphrase Change 

If it is your first time logging in, or your password has expired, you will be forced to 
change your password.  

·  The new password must be within the length restrictions set by your SA. 

·  The new password may or may not be a word found in the dictionary, another option 
set by your SA. 

·  There will be a warning about case-sensitivity for your new password. 

·  You must provide your current password to authorize the change. 

·  Then you provide your new password in duplicate. 

 

If you cancel the password change, you will be notified that if you cancel you will be 
logged out. If you click Yes, you will be put back at the login screen (see Section 6.2 for 
instructions,) if you click No you will return to the Password Change form. 

If electronic signatures are enabled, you may be asked if you want to set up your 
electronic signature passphrase (see Section 7.11 for instructions.) The enabling of 
signatures and the prompt to set one up if missing, are parameter settings in the Interface 
Workbook, so the prompt will depend on if these are set. 
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6.4 Setting Up 

In order to put the technical controls required by 21 CFR 11 in place, DaCS™ modifies 
the default Excel environment. How long this takes is dependent upon your workstation’s 
processor speed, the version of Excel you are using, and the setting in the Interface 
Workbook you are using. Excel 97 is generally going to set up slower than Excel 2000. If 
you have a slow processor, setup may take up to a minute. 

 

NOTE 

If setup time is unbearably long, talk to your System Administrator. There are parameters 
that can be set in order to speed up the process. 

Setup proceeds through several phases, based on the Interface Workbook settings: 

1. Initializing Menus and Toolbars 

Protects and may reset all toolbars in Excel to prevent customization. 

Excel 2007 Initializes the Ribbon and the Quick Access Toolbar 

2. Building DaCS Menu 

Adds the DaCS™ menu to the Worksheet Menu Bar. 

3. Configuring Shortcut Keys 

Disables all shortcut keys while DaCS™ is running. 

4. Remapping Shortcut Keys 

Assigns commands to shortcut keys. 

5. Configuring Menus and Toolbars 

Hides any visible toolbars while DaCS™ is running. 

6. Customizing Menus and Toolbars 

Creates custom toolbars. 

7. Remapping Menu and Toolbar Commands 

Changes default menu and button actions to run through DaCS™ instead. 

8. Configuring Menu and Toolbar Commands 

Enables or disables menu commands and buttons. 

NOTE 

Exactly what happens to the Excel environment is highly dependent on the settings in the 
Interface Workbook. If there is something you need enabled or don’t like about the 
environment, talk to your System Administrator to see if it can be changed. 
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6.5 Working in Excel 

After DaCS™ finishes setting up the environment, you are returned to Excel. You will find 
that some commands on the normal Excel menus have been disabled.  Some of these 
are disabled because the functions they provide cannot be handled in a compliant 
manner without generating huge audit trails (filters, sorts, etc.) or because they provide 
features outside of what DaCS™ supports (share workbook, track changes, Add-Ins, 
Options, etc.) Your System Administrator may have disabled other menu items. Please 
refer to your System Administrator for further information. You will also note that there is 
a new menu item labeled DaCS.  This is your menu for DaCS™.   

 

 

Excel 2007 DaCS™ Menu is displayed in the Ribbon 

 

There is also a button that shows your full name, so that you can tell you’re logged in.  If 
you click on it and no DaCS-controlled workbooks are open, it will log you out. 

 

Excel 2007 The Users’ name does not appear in the Ribbon 

Other than the changes to the menus, Excel functions pretty much normally. The 
changes you will see are in how “regular” workbooks and “controlled” workbooks function. 

 

NOTE 

You can gain back some of the functionalities, such as sorting, that DaCS™ takes away 
by choosing the menu item DaCS | Disable DaCS. This “turns off” DaCS™ controls, but 
also prevents you from saving any controlled workbooks. See Section 7.12 for details. 
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6.6 DaCS™-Controlled Workbook Features: 

·  DaCS™-controlled workbooks “on disk” have both sheet-level and workbook-level 
protection to prevent accidental changes. Each time the file is saved from DaCS™, the 
protection is applied using a new, randomly generated password. (If the password is 
changed outside of DaCS™, it will corrupt the digital signature on the file.) So to other 
users of Excel, it is a “normal” Excel workbook. 

·  DaCS™-controlled workbooks include at least two additional worksheets: the _SYSTEM 
worksheet containing metadata about the workbook and all users that have accessed it, 
and the _AUDIT trail worksheet(s) containing changes made to the workbook and any 
digital or electronic signature information. These sheets cannot be modified by the user. 

·  The above two points make a DaCS™-controlled workbook portable. You can send the 
file to anyone, anywhere and they will at least be able to open it and read it. If they have 
DaCS™, they can even edit the workbook. 

·  When you create a workbook, the first thing you do is save it. 

·  When you open a workbook, the digital signature is verified for the file. If the file has been 
tampered with, the signature verification will fail and you will not be able to open the file. 
(However, if you are using a demo version of DaCS™, you will be notified and have the 
option of opening the file or not.) 

·  After opening the workbook, all the DaCS™ protection is removed from the user sheets, 
and any user-defined protection is applied.  

·  When you change cell data or formulas, the change is recorded in the audit trail. You 
may be prompted for why you are making the change. 

·  You can apply your electronic signature to worksheets in the workbook. 

·  You can disable DaCS™ controls, allowing you to do things such as sort the data on the 
worksheet. (However, you won’t be able to save the workbook.) 

·  When you close a workbook, or disable DaCS™, the workbook is automatically digitally 
signed and saved. You cannot stop this from happening, and it occurs even if you just 
open the file and don’t make any changes to it. 
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6.7 DaCS™ Audit Trail 

Each workbook contains an audit trail. The audit trail is kept on the “_AUDIT” worksheet. 
(If the audit trail fills up, additional worksheets are created.) The audit trail is always 
accessible for viewing, even if you don’t have DaCS™ installed. The only restriction is 
that you cannot change data in the audit trail. However, you can copy data from the audit 
trail, either to a new workbook or to cells in the same workbook. 

The audit trail shows when a change was made, who made the change, what cell on 
what worksheet was changed, the before and after values, and optionally a reason for the 
change. You may not be able to see all the data in a cell if it is longer than the column 
width, but the entire text is stored. (The DaCS add-in contains an audit trail viewer. You 
can easily write your own reader, link to the audit trail worksheet, or simply copy/paste 
the audit trail data.) 

 

The audit trail may be written to by DaCS™ to record system events, such as opening or 
saving a workbook, or updating system metadata. Other programs or macros may cause 
entries in the audit trail; in fact you can utilize and write to the audit trail with macros you 
create. The audit trail is also written to when you make changes to cells in a workbook. In 
such a case, you are likely to see this prompt after you make the change: 

 

 

The form shows you the before and after values, and will highlight the entry at the first 
difference. It also shows you what worksheet and cell the entry applies to and a reason 
prompt. If you click on Commit Change the new entry will be retained and this will be 
recorded in the audit trail. If you click on Revert Change, the cell will revert to the old 
entry and nothing will be written to the audit trail. 
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If you have a range of entries being changed at once (such as selecting several cells and 
clearing them,) then the audit trail form will look like this: 

 

If you check the “Automatically complete remaining entries in:” box, then you can 
click the Commit Change or Revert Change button once and it will apply to all the cells, 
writing one record in the audit trail for each cell. Otherwise, it will show the form for each 
cell being changed. If you click the Revert Remaining Changes button, any 
uncommitted changes will be returned to their old entries. 

If you need to see the worksheet underneath, you can move the form around on the 
screen. You can also resize the form if you can’t see all of the before/after text. If you 
switch to another application or the form appears “locked up” on the screen, you can click 
on the Audit Trail tab on the Windows taskbar or hit ALT+TAB to cycle to the Audit 
Trail window. 
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7.0 DaCS™ Menu Commands 

The following section details typical DaCS menu commands. Since the DaCS menu is 
configurable, you may have different commands available to you, or certain commands may not 
be available. Contact your System Administrator if you need assistance with the DaCS menu. 

7.1 New DaCS Workbook 

Creates a new, DaCS™-controlled workbook. When you select this command, the first 
thing that will happen is that the Save As dialog will appear asking you to name the new 
file (see Section 7.7 for details.) 

 

NOTE 

The file may be restricted as to the path and naming of file. See Section 7.7 for details. 

After selecting a valid filename, you will set the names of the worksheets that you want to 
have in the new workbook: 

 

NOTE 

You may not see the above window depending on your system configuration. You can 
add more worksheets later by using Excel’s Insert Worksheet command. You can also 
rename them using Excel’s Rename Sheet command. You just won’t be able to delete a 
worksheet once it has been created. 
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Sheet names cannot contain certain characters, can’t be duplicates, and can’t start with 
underscores. If a sheet name does not pass the validation check, you will be told why 
and returned to the Worksheet Names dialog. The name(s) with errors will be 
highlighted in yellow. 

 

 

 

After setting up valid worksheet names, the workbook will be created and you can begin 
working in Excel. (Note that if there are blank spaces on the form, they are skipped.) 
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7.2 Load Template 

Creates a new, DaCS™-controlled workbook based on an existing template. When you 
select this command, you are taken to the directory specified for templates in the 
Interface Workbook: 

 

 

After choosing the template to open, you save the new workbook (see Section 7.7 for 
details.) 
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After saving, control is returned to Excel. 

NOTE 

The file may be restricted as to the path and naming of file. See Section 7.7 for details. 

 

IMPORTANT 

Templates must be DaCS™-controlled files themselves. If you need a new template, 
contact your System Administrator. The template must be tested and validated for use 
within DaCS™. 

 
 

7.3 Open Workbook 

Opens an existing workbook; either a “regular” Excel workbook, or one with DaCS™ 
controls added.  

NOTE 

The instructions in the section apply to opening a file by any of the following methods: 

·  Using any “Open” command to open a workbook file. 

·  Double-clicking on an Excel workbook in Windows® Explorer. 

·  Dragging a file icon from Windows® into the Excel window. 

Depending on the way your Interface Workbook is configured, you may be restricted as 
to the type of file you can open, as well as the location it is opened from. This applies to 
all files you try to open in Excel; DaCS™ does not distinguish between regular and 
DaCS™-controlled workbooks. If the workbook cannot be opened, you will receive a 
message similar to the following: 

 

If you open a workbook that is not under DaCS™-control, it most likely will just open and 
you’ll have a regular Excel workbook. There won’t be any auditing controls placed on the 
file. However, your System Administrator may set up the Interface Workbook to ask if you 
want to convert all regular workbooks to DaCS™ format (see Section 7.4 for details.) You 
can tell if it is a “normal” workbook by looking at the title bar for the window/application; 
DaCS™ files will say “Microsoft Excel DaCS File –“ and then the file name. 

 

If the workbook is a DaCS™-controlled workbook, the digital signature on the file will be 
checked to verify that the file has not been tampered with.  If the signature is invalid, you 
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will be told that the file has been corrupted.  Contact your System Administrator for help 
recovering the file if this happens. 

 

 

 

7.4 Close Workbook 

Workbooks under DaCS™ control are automatically saved while DaCS™ is enabled. 
There will be no prompt or warning. The workbook is saved and closed. 

Regular workbooks, not under DaCS™ control, are closed via the normal Excel method. 
If the file has been modified, you will be asked if you want to save changes or cancel. 
The workbook is not saved unless you explicitly save it. 

 

7.5 Save Workbook 

The workbook is saved to disk, if DaCS™ is enabled. DaCS™-controlled workbooks are 
digitally signed by the system, protected, and saved to disk. The save event is recorded 
in the audit log, including the full path and filename to which the file was saved. The 
workbook remains open. 

If this command is reselected and the file has not been modified since the last save, or if 
DaCS™ is disabled, nothing will happen. The file will not be saved again. 

This command works as it normally does for regular Excel workbooks. 
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7.6 Save Workbook As… 

The workbook is saved to disk under a new filename, changing the name of the open 
workbook to the new name. File restrictions apply to DaCS™-controlled workbooks, so 
you may not be able to save outside of authorized directories. 

 

 

If DaCS™ is disabled, you can’t use the Save As command on a DaCS™-controlled 
workbook. You will get the following error message if you try: 

 

 

IMPORTANT 

You cannot specify the name of an existing file and overwrite it, as you can in regular 
Excel. 
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7.7 Sign Worksheets 

Choosing this command lets you execute your electronic signature to a DaCS™-
controlled workbook. You can select all or some of the worksheets to sign. The signature 
includes the date/time it was executed, your user ID, your full name, what worksheets the 
signature applies to, the meaning of the signature, your comments, and the signature 
data. It is written to the _AUDIT worksheet. For a description of digital and electronic 
signatures, please see Appendix A. 

NOTE 

Your System Administrator may turn off the electronic signature feature of DaCS™. The 
menu command may not be available to you. 

 

 

Be sure to use your signature passphrase, and not your login password or you will get 
the following message: 

 

If you cannot execute an electronic signature, DaCS™ will tell you when you select the 
menu command: 
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7.8 System Administration 

The System Administration dialog is only 
available if you are authorized as an 
Administrator. The functionality of this 
dialog is documented in the DaCS™ 
Administrator’s Guide. 

 

7.9 Change Password 

If you want to change your login password at any time, select this menu item. The 
Change Password dialog will appear. 

 

·  The new password must be 
within the length restrictions 
set by your SA. 

·  The new password may or 
may not be a word found in 
the dictionary, another 
option set by your SA. 

·  There will be a warning 
about case-sensitivity for 
your new password. 

·  You must provide your 
current password to 
authorize the change. 

·  Then you provide your new 
password in duplicate. 

 

 

 

If there is a problem with your new password, DaCS™ will let you know and return you to 
the Password Change dialog. 

 

If you cancel the password change, then your password will not be changed and you will 
be returned to Excel. 
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7.10 Change Passphrase 

If you want to set or change your Electronic Signature Passphrase, select this menu item. 
If you already have a passphrase set up, the following will be shown: 

 

If you click Yes, the Change Passphrase dialog will be shown: 

·  The new passphrase must be 
within the length restrictions 
set by your SA. 

·  The new passphrase may or 
may not be a word found in 
the dictionary, another option 
set by your SA. 

·  There will be a warning about 
case-sensitivity for you new 
passphrase. 

·  You must provide your 
current password to authorize 
the change. 

·  Then you provide your new 
passphrase in duplicate. 

 

 

 

If you accept a valid passphrase, you will be notified that it has been changed. You will 
need to contact your System Administrator to have the signature certified. Until the 
signature is certified, you will not be able to sign anything. 

 

 

If you cancel at any time before accepting the new passphrase, you will be notified that 
the passphrase has not been changed. The old passphrase remains active. 



� � 
 � � � � � � � � � � � � � 	 
 � �
 

� � � � � � � � � � � � 
 � � � � � � � 	 � � � � � � � � � 	 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �  � � � � � � �

7.11 Search Audit Trail 

This menu command will launch the audit trail viewer.  

 

 

From this dialog you can search for specific items, export the results (either whole or 
reduced) to a text file or another non-DaCS™ controlled worksheet, and/or print those 
results. 

The search boxes allow the usage of wildcards like (*), or you can enter a specific name 
or item to generalize your search. 

The Child text box allows you to enter a range and will return records where the audit trail 
intersects with that range. (For Example, entering ‘A:A’ would return any cell in column A 
like A1, A4, A8. This only works in the Child text box. 

You can also limit the number of rows to return by entering a specific number of rows in 
the Maximum number of rows to return. 

You can also set a maximum column width, which can be between 25 and 2047 
characters. If a cell contains more than 2047 characters, it will be truncated to 2044 
characters plus “…” in the display. 
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7.12 Cell Audit Trail 

This menu command will launch an audit trail viewer, with the Object and Child search 
criteria set to the address of the active cell.  

 
 
 

From this dialog you can search for specific items, export the results (either whole or 
reduced) to a text file or another non-DaCS™ controlled worksheet, and/or print those 
results. 

The search boxes allow the usage of wildcards like (*), or you can enter a specific name 
or item to generalize your search. 

The Child text box allows you to enter a range and will return records where the audit trail 
intersects with that range. (For Example, entering ‘A:A’ would return any cell in column A 
like A1, A4, A8. This only works in the Child text box. 

You can also limit the number of rows to return by entering a specific number of rows in 
the Maximum number of rows to return. 

You can also set a maximum column width, which can be between 25 and 2047 
characters. If a cell contains more than 2047 characters, it will be truncated to 2044 
characters plus “…” in the display. 
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7.13 Insert Comment 

This command allows you to enter a cell comment. The comment is written to the audit 
trail. 

 

 

The comment will appear when the user hovers over the cell as shown below: 

 

 

This function will temporarily unprotect the Worksheet in order to insert a comment, and 
then will re-protect the Worksheet when the transaction is completed. If your Worksheet 
was previously set as un-protected, it will be set to protect after inserting a comment. 

Note: If you insert or delete a comment on a worksheet where you set your own 
protection password, the password on the worksheet will be changed to the default 
password specified by your system administrator. This password change will be recorded 
in the audit trail. 
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7.14 Delete Comment 

This command allows you to delete a comment on a cell. The deletion is written to the 
audit trail. 

 

 

This function will temporarily unprotect the Worksheet in order to delete a comment, and 
then will re-protect the Worksheet when the transaction is completed. If your Worksheet 
was previously set as un-protected, it will be set to protect after deleting a comment. 

Note: If you insert or delete a comment on a worksheet where you set your own 
protection password, the password on the worksheet will be changed to the default 
password specified by your system administrator. This password change will be recorded 
in the audit trail. 
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7.15 Cell Data Validation 

This command allows you to set Data Validation criteria to cells and writes the settings to 
the audit trail. It is basically the same as Excel’s native Data Validation dialog with the 
following differences: 

- There is no auto-select options on the minimum and maximum values. 

- There is no “ignore blanks” checkbox. Blanks are ignored for validation. 

- There is no “apply all” option; the criteria are applied to all cells in the 
selection. 

 

 

The error alerts icon will change depending on the Style option you choose (Stop, 
Warning, and Information). 

Once you have set the validation for a single cell or a range of cells, click the OK button 
and the validation is written to the single cell or range of cells. 

Once you press the OK button, an audit trial entry will be written to the _AUDIT 
worksheet. The audit trail will record the prior validation criteria (if any) in the Before field 
in the audit trail. However, if there are multiple criteria in the selection that were 
overwritten with new criteria, the Before field will be blank. 

Note: Data Validation will only work on un-protected Worksheets. (Example: If you insert 
or delete a comment to any given cell that you will not be able to do a Data Validation on 
that cell.) 
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7.16 Disable DaCS 

This menu command is used to enable and disable the DaCS™ controls. It has a small 
padlock icon next to the text “Disable DaCS” to indicate state. (The DaCS menu item 
also indicates State; if it is in parenthesis, DaCS™ is disabled.) When you log in to 
DaCS™, it is enabled. You have to select this menu item in order to disable DaCS™. 

             

DaCS™ Disabled   DaCS™ Enabled 

Disabling DaCS™ allows you to do more things with your controlled workbook, such as 
sorting data, without adding to the audit trail. It is intended for reporting purposes; you 
sort or filter the data, print out what you need, then close the workbook without saving. 

Prior to disabling DaCS™ you will need to save any DaCS™-controlled workbooks: 

 

If you try to save a DaCS™-controlled workbook or sign it, you will be told you can’t 
perform the operation while DaCS™ is disabled. When you close the workbook, it is not 
saved and any changes you have made since disabling DaCS™ are lost. 

Before you re-enable DaCS™, you will need to close any DaCS™-controlled workbooks: 

 

NOTE 

You probably will not have this command available to you. The default configuration of 
DaCS does not include this command on the DaCS menu. Your System Administrator 
can add it if you need to use it. 
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7.17 About DaCS 

This menu item displays a simple dialog showing you the version and licensing 
information for your copy of DaCS™. The form will disappear when you click OK, or after 
about thirty seconds have passed. 

 

 

7.18 Log Off 

This menu item logs you out of DaCS™ and displays the login dialog. If you click Cancel 
on the login dialog, you are only presented with the option of quitting DaCS™ or returning 
to the login dialog. 

 

7.19 Quit DaCS 

This menu item closes Excel, removing all DaCS™ controls, and closes the Interface 
Workbook. Any DaCS™-controlled files are automatically saved and closed when you 
quit. 
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8.0 Other Commands 

Certain other commands in Excel may be disabled or modified to work with DaCS™. The 
functionalities available will depend on the settings and code in the Interface Workbook. If a 
command is modified, it will generally result in an entry in the audit trail.  

Some commands must be accessed through a button, menu item, or shortcut key. The structure 
of a DaCS™-controlled workbook is always protected, so you can’t double-click on tabs to 
rename them, or drag them around to move them. You will need to use the menu commands. 
However, the workbook may have been set to be protected with a user password (mimicking the 
normal Excel protection,) so you may still be told you can’t move, rename, or insert sheets. 

Default modified commands include the following: 

8.1 Unhide (Window) 

The Unhide command on the Window menu will not list the Interface Workbook as a 
window that can be unhidden. 

8.2 Move or Copy Sheet… 

While you can move or copy a sheet into a DaCS™-controlled workbook, you cannot 
move a sheet out. DaCS™ will automatically just copy the sheet.  You can move the 
position of a sheet within a DaCS™-controlled workbook by using the Move command, 
but you will need to use it from a menu.  (You can’t drag tabs around; you will always be 
told the workbook is protected.)  An audit trail entry will be created to reflect that the 
sheet(s) were moved or copied. 
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8.3 Insert Worksheet 

You can use the Insert Worksheet dialog to specify the name of the new worksheet and 
where it will be in the workbook.  And audit trail entry will be made to reflect that a new 
worksheet was inserted. 

  

8.4 Rename Sheet 

Instead of typing directly on the sheet tab, you will be prompted for the new name. You 
will need to use a menu command to do this (it’s on the sheet tab popup menu, see 
Insert Worksheet, above.)  You can’t double-click on the tab to rename it; you will 
always be told the workbook is protected. 

        

IMPORTANT 

If you stored any protected ranges for the sheet, you will need to manually update them 
using the Sheet Protection command after you rename the sheet, or the information will 
be lost when you save the file. 

 

8.5 Chart Wizard 

Charts can be inserted by invoking the Chart Wizard. Charts are protected so that you 
can’t modify cell contents by dragging the chart points. Also, if you embed a chart on a 
sheet, you cannot change the location to be a new chart sheet. If you try, you will get an 
error message: 
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8.6 Names 

Names and labels are supported. You can use names in formulas, but not labels. When 
you close the workbook, the _SYSTEM worksheet is updated with additions, 
modifications, and deletions to the defined names. These are also recorded in the audit 
trail. When you reopen the workbook, the names are reset to the previously saved 
values.  (See Sheet Protection for more details.) 

If you don’t know what names are, here is a screenshot.  Cells in B1 to B5 are defined as 
“data”.  Cell B6’s formula is =SUM(DATA), which is the same as =SUM(B1:B5). 

 

 

DaCS™ stores name references on the _SYSTEM sheet, as shown below.  Note how it 
matches the “Refers to:” in the screenshot above. 
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8.7 Sheet Protection 

You can set your own protection password for sheets in DaCS™-controlled workbooks, 
as in regular Excel. This password is “active” whenever you are using DaCS™, and just 
as in regular Excel you can have locked/unlocked cells and hidden formulas. However, 
when the file is saved and opened without DaCS™ running, everything on the sheet will 
be protected with a random password. DaCS™ also adds some new features to sheet 
protection in order to optimize performance. 

If you try to modify a protected sheet, you will get the following default Excel error 
message. Just remember that the menu command in DaCS™ is Sheet Protection, not 
Unprotect Sheet. 

 

 

When you select the Tools | Protection | Sheet Protection command, one of the 
following dialogs will appear: 

If the sheet is not protected.   If the sheet is protected. 
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8.7.1 Unlocked and Formula Hidden Ranges 

The text box on the Sheet Protection dialog shows you information on the worksheets 
unlocked and formula hidden ranges.  This is what it will look like with a “standard” sheet 
that hasn’t been modified: 

 

Looking at it, we don’t have to update it because nothing is unlocked, nothing is hidden, 
and nothing is stored.  It’s only if we make changes that we have to update. 

Templates often have everything protected, except for certain cells, so that other people 
can enter data.  A range can be unlocked by selecting Format | Cells… (or right-click on 
the range to bring up the Format Cells… command.)  Then on the Protection tab, you 
can uncheck the Locked checkbox and click OK. 

      

Once back to the worksheet, bring up the Sheet Protection dialog again.  Now it says 
that the worksheet contains unlocked ranges, but that none are currently stored.  You’ll 
want to click on the Update button to store your changes, or else when you save the 
changes will be lost. 
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After clicking on the Update button, the dialog will refresh to show that the records were 
updated, and what ranges were stored.  When the workbook is opened next time, only 
cell F4 will be unlocked (providing you go ahead and protect the sheet.) 

 

 

IMPORTANT 

·  Your configuration is probably set up to NOT AUTOMATICALLY STORE 
changes you make to unlocked and formula hidden ranges!  Check the 
Workbook Protection dialog to see if the auto-update is set.  If not, you’ll need 
to manually update EVERY sheet that you make changes to. 

·  Updating applies ONLY to the active sheet. 

·  If you rename a sheet later, you need to re-update the stored records. 

·  If the workbook is set to auto-update the ranges, you don’t need to manually do 
the updates.  The ranges on ALL worksheets will be scanned and updated when 
the file is saved. 

·  The scan takes a fair amount of time.  If you have a large, complex worksheet, it 
may take a long time to complete the scan.  (Then it would probably be a good 
idea to turn the auto-update off!) 

·  When you protect the worksheet, no one can modify the unlocked and formula 
hidden ranges. 

·  You don’t have to protect the worksheet to save the changes; you can click on 
Exit, but don’t Protect because the ranges have already been stored. 

·  Remember that the password you specify works ONLY when you are editing the 
workbook with DaCS™. 
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8.7.2 Names (Named Range References) 

You can define names in the workbook to refer to ranges of cells.  You can use these 
names in formulas in place of cell references.  Some people like using names because 
they feel it is easier to work with =SUM(data) than =SUM(A1:A5).  You should ask if there 
is a policy on the use of names before you use them, because it can be confusing to 
others what they actually refer to. 

When you change a formula, like from =SUM(A1:A5) to =SUM(B1:B5), Excel will see that 
there was a change, and DaCS™ will trigger the audit trail.  However, if you have 
=SUM(data), and you change the “Refers To” for the name ‘data’ from A1:A5 to B1:B5, 
the formula hasn’t changed.  Excel doesn’t see this, so DaCS™ won’t trigger the audit 
trail, even though it will fundamentally change the formula! 

DaCS™ compensates for this deficiency in Excel by scanning for changes to name 
references when the file is saved.  Like with unlocked and formula hidden ranges, you 
can set the workbook to automatically scan, or to require manual updates. 

The text box on the Sheet Protection dialog shows you how many names are used in 
the workbook versus how many are stored.  It will also tell you how many have been 
added or deleted.  This is what it will look like with a workbook that has no names 
defined: 

 

Looking at it, we don’t have to update it because we don’t have any names and none are 
stored.  It’s only if we make changes that we have to update. 

Names can be entered using the Insert | Name | Define… command or by selecting the 
range you want to name, and directly typing the name into the Name box. 
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After defining any names, you will have to update the workbook to store them.  (Unless 
the auto-update for names is set on the Workbook Protection dialog.)  The Sheet 
Protection dialog will look like this: 

 

 

IMPORTANT 

·  Your configuration is probably set up to NOT AUTOMATICALLY STORE 
changes you make to names!  Check the Workbook Protection dialog to see if 
the auto-update is set.  If not, you’ll need to manually update before you save. 

·  Updating applies to the ENTIRE workbook. 

·  If the workbook is set to auto-update the names, you don’t need to manually do 
the updates.  All names in the workbook will be scanned and updated when the 
file is saved. 

·  The scan takes a fair amount of time.  If you have a lot of names defined, it may 
take a long time to complete the scan.  (Then it would probably be a good idea to 
turn the auto-update off!) 

·  Even if you protect a worksheet that has a name defined, you can still modify the 
name by going to an unprotected worksheet!  If you want to protect any names, 
you must protect ALL worksheets in the workbook! 

·  You don’t have to protect the worksheet to save the changes; you can click on 
Exit, but don’t Protect because the ranges have already been stored. 

·  Remember that the password you specify works ONLY when you are editing the 
workbook with DaCS™. 
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8.8 Workbook Protection 

You can set your own password for protecting the 
workbook structure while the file is open in 
DaCS™. This will prevent users from moving, 
inserting, or renaming the sheets in the workbook. 
When the workbook is saved and closed by 
DaCS™, the workbook protection password will be 
different. 

 

8.8.1 Password-Protect the Saved Workbook 

Checking this box will use a password on the 
workbook structure when the file is saved to disk.  
While this provides greater security by preventing 
users from modifying the workbook structure while 
using regular Excel, it will prevent ANY program 
from being able to read the data in the file due to 
the way Excel works.  If you plan on linking to the 
file from Access, leave the box unchecked.  The 
workbook structure will still be protected, but not 
with a password. 

 

8.8.2 Advanced… 

This button brings up a window that allows you to 
manually change the workbook parameter 
WORKBOOK.PROTECTION.FLAG. This flag 
controls how the workbook is processed in versions 
of Excel prior to Excel 2003 and is used to prevent 
files with Pivot objects from becoming unreadable. 
As the window warns, you should never change 
this value if you don’t know what you’re doing. 

 

8.8.3 Unlocked and Formula Hidden Ranges | Auto Update 

Checking this will cause DaCS™ to scan all worksheets for changes to unlocked and 
formula hidden range (and make the appropriate updates) whenever the file is saved. 
This may cause a significant delay when saving the file, so it is best to design your 
spreadsheet so you don’t have to do this. 

 

8.8.4 Names (Named Range References) | Auto Update 

Checking this will cause DaCS™ to scan the workbook for changes to named range 
references (and make the appropriate updates) whenever the file is saved. This may 
cause a significant delay when saving the file, so it is best to design your spreadsheet so 
you don’t have to do this. 



� � 
 � � � � � � � � � � � � � 	 
 � �
 

� � � � � � � � � � � � 
 � � � � � � � 	 � � � � � � � � � 	 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � $ � � � � � � �

 

9.0 Creating Templates 

Template files (*.xlt) are used to generate DaCS™-controlled workbooks based on a defined 
template. Templates are easy to create and use with DaCS™, and allow for audit trails to be 
generated on the templates themselves, providing a change history for the template. 

9.1 To create a template file: 

9.1.1 Draft the template in “regular” Excel, as an Excel workbook (*.xls). Get the 
template looking just the way you want and test it. 

9.1.2 Write down what protection options you want for the template. This is for your 
reference later. Remove any and all protection from the workbook, then save it 
as an xls file, in a directory accessible by DaCS™. 

9.1.3 Start DaCS™ and open the workbook. At the prompt, choose to place it under 
DaCS™ control. (If you don’t get the prompt, have your System Administrator set 
up your Interface Workbook so you can convert it.) 

9.1.4 Once the workbook is under DaCS™ control, reapply the protection passwords 
and verify the protection options are correct. You’ll probably want to turn off any 
auto-updates for names and ranges under Workbook Protection. 

9.1.5 Close the workbook. It will be automatically saved. 

9.1.6 In Windows® Explorer, change the file extension from *.xls to *.xlt. 

9.1.7 Move the file from the directory for data files, to the one for templates.  Now 
you’re ready to validate it!  (Your System Administrator may have to do this for 
you due to network permissions on the templates folder.) 

9.2 Alternate Method 

9.2.1 Open the workbook, but do not place it under DaCS™ control. 

9.2.2 Create a new blank workbook in DaCS™. 

9.2.3 When at the Add Sheets dialog, specify the worksheets corresponding to the 
template. 

9.2.4 After the file is created, copy the cells from the original template and paste them 
into the new one. This will create a large audit trail, as all cells will be audited. 
You can copy sheets into the DaCS™ workbook from the original to avoid this, (it 
will show the sheet was brought in and audit the contents from then on), but 
you’ll need at least one worksheet there already. 

IMPORTANT 

·  Make sure that you have Windows® Explorer set to display the file extensions. (Folder 
Options | View | Hide file extensions for known file types-OFF) Otherwise, you will end 
up with a file like “My Template.xlt.xls” and it won’t work. 

·  If you have any macro code in the template file, you should put it in an Interface 
Workbook instead. Please see the next section on Custom Macros. 

·  Set your templates directory to be READ-ONLY for users.  Templates are NOT checked 
for digital signatures, to improve performance. 

·  Be sure to VALIDATE YOUR TEMPLATE.  Spreadsheets are considered as mini-
applications, requiring validation! 
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10.0 Custom Macros 

You can add to the functionality of DaCS™ by adding your own macros to the system. This is 
done by placing the macros in an Interface Workbook, compiling them into a DLL or EXE, or 
having us compile it for you into DaCS™. Templates and data files should not have macros in 
them. Having them there is a security hazard and a problem for change control. 

After creating your code, you will need to work with your System Administrator, who will create 
the Interface Workbook for you and insert your macro code. 

Access to your code should be through menu commands. These can be placed on the DaCS 
menu, on the Standard or Format menu bars, or on a custom toolbar. Your System 
Administrator will configure the Interface Workbook to put the menu items in the right place. All 
you need to do is decide where the commands will show up, what their names are, and what 
icons you want. 

If your application needs to have a “main screen”, you can include it in the Interface Workbook. 
Your System Administrator can help with this. 

If your application takes data from a main screen and pushes it to a data worksheet, you will want 
to put the data worksheet(s) out as templates. The application can then create a new workbook 
off the template, populate it with data, and then close the workbook. This is more efficient and 
allows for reprocessing of the worksheet at a later time. 

For detailed information on the DaCS™ object model and the methods available to you, please 
read the DaCS™ Programmer’s Guide. Additional information is also available through our 
Knowledge Base on our web site, at http://www.spreadsheetvalidation.com/ 

 

IMPORTANT 

Custom macros should be developed according to a System Development Life Cycle, 
documented, well-commented, coded properly, validated, and placed under change control. 
Failure to do so could compromise the security and integrity of your installation. 

 

11.0 Converting Regular Workbooks to DaCS™ Control 

DaCS™ allows you to work with both “regular” Excel workbooks, and those with DaCS™ controls 
placed on them, while DaCS™ is running.  “Regular” workbooks will not have any audit trail 
entries when you change data. 

IMPORTANT 

Be careful of what kinds of workbooks you open while you are running DaCS™.  Remember that 
if you are working with a DaCS™-controlled workbook, you are working with a controlled system 
in a validated environment.  You shouldn’t be opening anything that is not work-related or 
invalidated (especially if it has macros) as you will be altering the validated environment. 

Your System Administrator will configure DaCS™ for you to either allow you the option of 
“converting” the workbook to have DaCS™ control put on it, or to just open them as “regular” 
workbooks.  If you are allowed to convert them, you will receive the following message when you 
open the file: 
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If you choose No, control is returned to Excel and you will be working with a regular Excel 
workbook. No audit trail will be created. 

If you choose Yes, you will first be presented with the Save As dialog (see Section 7.7.) 
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Once a valid file name is accepted, DaCS™ will insert the _SYSTEM and _AUDIT worksheets, 
process the file to add DaCS™ controls, and save it with the new name. The original file remains 
intact. 

 

IMPORTANT 

If you convert a file, the workbook structure must not be protected, and the file must not have any 
protected worksheets or charts. If it does, it will cause an error and fail to convert. 
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12.0 Problem Reporting 

If you experience an error or bug please contact your System Administrator and record as much 
of the following information as you can:  

·  What operations were done leading to the error? 

·  Could you reproduce the error? 

·  Provide a brief description of the workstation environment (Windows/Excel version) and 
installation type (network, stand-alone, etc). 

·  Copy relevant sections from the error log. 

·  If possible, and relevant to reproducing the error, provide the Excel workbook. 

·  Include your name, contact information, and company if submitting the information to 
ABB. 

13.0 Legal Information 

·  The information contained in this document is part of the DaCS™ Software Product, and as 
such the use of this document is governed by the End User License Agreement. Further, this 
document and the information herein are protected by copyright laws and international 
copyright treaties, as well as other intellectual property laws and treaties. You may not copy 
or redistribute the information in this document in any form without written consent from ABB. 
The license agreement for the DaCS™ Software Product can be obtained from ABB. 

 
·  ABB assumes no responsibility for errors or omissions, or for damages resulting from the use 

of information contained in these documents, or for the use of programs or source code that 
may accompany it. In no event shall ABB be liable for any loss of profit or any other 
commercial damage caused or alleged to have been caused, either directly or indirectly. 

 
·  DaCS and related logos are either registered trademark or trademark of Finsbury Solutions 

Limited in the United Kingdom and/or other countries. 
 

·  Microsoft, Windows, and Windows NT are either registered trademarks or trademarks of 
Microsoft Corporation in the United States and/or other countries. 
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Appendix A – DIGITAL AND ELECTRONIC SIGNATURES 

Government agencies consider electronic signatures to have the same legal force and effect as 
handwritten signatures. Therefore, your organization may choose not to use the electronic 
signature capabilities of DaCS™. If electronic signatures are implemented, there should be SOPs 
and/or corporate policy governing the use and meaning of electronic signatures in your 
organization, developed in conjunction with your organization’s legal department. No system can 
provide this capability “out-of-the-box” and it is not an issue to be taken lightly. It is your 
organization’s responsibility to ensure that electronic signatures are implemented correctly in your 
organization. 

1.0 Definitions 

Digital Signature  

A digital signature is a cryptographic method applied to data, and is also referred to as 
public-key cryptography or asymmetric encryption. Basically, it is a mathematical 
function; you provide string inputs, and you get string outputs. The word “signature” here 
is used in the sense of a distinctive characteristic (think of “radar signature” for military 
aircraft.) Because digital signatures are mathematical in nature, you can prove them by 
simply doing the math. 

Electronic Signature  

An electronic signature is the electronic equivalent of a handwritten signature, and the 
word “signature” is used in that sense. An electronic signature has the same legal force 
and effect as a handwritten signature. Because electronic signatures are legal in nature, 
they are not easy to prove: you have to be able to demonstrate and prove what the 
signer’s intent was, what the signer meant by the signature (and that they understood it), 
and that the signature wasn’t forged. 

 

2.0 Overview of Digital Signatures 

For digital signatures, you need two “keys”: a “private key” and a “public key”. As the names 
state, one key is kept private (it’s a secret) and the other is public (anyone can have it.) The 
private key can only be used by the key holder, and it is used to “sign” data. The public key is 
used by anyone wishing to verify the signature. The public key can be generated from the private 
key, but you can’t figure out the private key from the public key. 

To create a digital signature, the algorithm first takes the data to be signed and derives a one-way 
hash (also called a “digest”) of the data. This is a much smaller representation of the data, and is 
unique to it. The algorithm then encrypts that hash value with the private key. This encrypted 
hash value is known as the digital signature. Both the hash and the digital signature are strings. 

To verify the digital signature, you need the original data, the digital signature, and the public key. 
The algorithm takes the data and derives the hash value. Then the algorithm decrypts the digital 
signature using the public key. Since the digital signature is the encrypted hash value, it now has 
the decrypted hash value. It compares the decrypted hash value and the one calculated from the 
data. If the two match, the signature is verified. If the signature is verified, you know two things: 

·  The data is the same data that was digitally signed. It has not been altered. 

·  The private key that generates that public key was used to sign the data. 
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The first point is easy. It is extremely improbable that two datasets will result in the same hash 
value, so you can be sure the data haven’t been altered. However, the second point is fraught 
with provability problems. The only thing you can prove is that a certain private key was used to 
sign the data. This is fine for digital signatures, but you run into problems with electronic 
signatures because you can’t show to whom the key belonged. This is where certification (public-
key infrastructure) comes in. 

Certification is not much more than digitally signing someone’s public key. The concept is that a 
“trusted third party”, a Certificate Authority, provides a digital signature binding a person’s real-life 
identity to a public key. In certification, the data signed is the person©s identifying characteristics 
plus their public key, resulting in a digital signature. The data, plus the digital signature, plus the 
Certificate Authority’s public key, comprise a certificate. When you get digitally signed data from 
someone, you may also get this certificate. This provides “proof” of the person who signed it, so 
you can claim it can be used as an electronic signature. 

The problem is that it isn’t that easy. Who provides the certificate for the Certificate Authority’s 
public key? How do you know the Certificate Authority wasn’t tricked into providing a certificate to 
a false identity? 

Even with those problems solved, there remain the legal challenges mentioned above. The 
questions of intent and meaning aren’t addressed by certification. And you still can’t show that 
someone didn’t steal the private key and “forge” the signature. This is where ©how' the 
digital/electronic signatures are implemented becomes important. 

 

3.0 DaCS™ Implementation 

3.1 Key Management 

DaCS™ uses digital signature technology for electronic signatures; specifically, the MD5 
hash and RSA digital signature algorithm provided by the Microsoft® CryptoAPI. Detailed 
information on how the RSA algorithm works is readily available on the Internet; it is one 
of the most popular and well-tested algorithms for digital signatures. This is basically the 
same library that provides your Internet browser SSL (Secure Sockets Layer) capabilities. 

Digital signature keys are created by the computer generating a very large random 
number. This number is the private key, and from it a public key is created. The important 
thing about key generation is that the key pair is derived from a random number with no 
user input. You only want to have one key pair, so you only have one public key to 
distribute. 

When creating a key pair, the user must provide a passphrase. This is a secret phrase 
known only to the user. It is used to generate a special encryption key called a session 
key. The session key is used only to encrypt and decrypt the private key, so that the 
private key may be stored on the computer or in a database and used repeatedly. The 
important points are that a passphrase will always generate the same session key, and 
that the passphrase has nothing to do with what the key pair turns out to be. You will 
always be able to decrypt a private key (and thus use it) by providing the correct 
passphrase. However, you won’t be able to generate the same private key simply by 
using the same passphrase. To illustrate, here are the first few bytes (minus header 
information) of two encrypted private keys generated with the passphrase “foo”: 

Private Key 1: …94D8417E4C09E996B1E9BBDD1F… 

Private Key 2: …8F417FC4A24EB1B177A05F069E… 
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With either private key, you can type in “foo” as the passphrase and be able to use it for a 
digital signature. Because the keys are randomly generated, we don’t have to worry 
about two users having the same passphrase because they’ll have different keys. If you 
use the same passphrase as me, I won’t be able to tell that by looking at your encrypted 
private key. Plus, since the same passphrase will always generate the same session key, 
neither the passphrase nor the session key needs to be stored anywhere. 

The problem is that you may choose a really bad passphrase, like the name of your pet. 
This makes it easy for me to guess or hack if I pull the private key from the database. To 
guard against this, DaCS™ encrypts the already-encrypted private key with a more 
secure passphrase before storing the private key in the database. This passphrase is a 
long, random string that provides greater resistance to guessing or hacking. (Note, 
however, this is a separate issue from my trying to guess your passphrase if you are 
logged into DaCS™ and have left the computer unattended.) 

Both the public key and encrypted private key for a user is stored in the database. The 
public key is duplicated in a table detailing all public keys used, to provide a history. 

 

3.2 Digital Signature Application 

Digital signatures are used for two purposes in DaCS™: digitally signing Excel workbook 
data, and providing record-level database integrity checks. (Database signatures are 
discussed in the DaCS™ Administrator’s Guide.) 

Workbooks are signed by concatenating all the cell values and formulas from each 
worksheet into a hash, calculating the digital signature, then storing that signature and 
corresponding public key in the workbook prior to saving. 

When a user selects the Sign Worksheets command, the user is prompted for their 
private-key passphrase, with the understanding that doing so constitutes their electronic 
signature. If the passphrase is correct, the user’s private key correctly decrypts and their 
signature will be applied. If it is not correct, the private key won’t decrypt and DaCS™ 
returns to the prompt for the passphrase. If the user cancels, the user’s signature will not 
be applied. 

After determining user intent and receiving the correct passphrase, the workbook is 
concatenated into a hash. The digital signature is calculated and stored in the audit trail, 
along with the signature information (date of signing, user’s full name and user ID, 
meaning of the signature, worksheets signed, comments, and the signature block.)  

When the workbook is closed or saved, the workbook is again concatenated into a hash. 
DaCS™ then uses an internal private key to digitally sign the hash. The digital signature 
block is written to the workbook audit trail, with the system’s signature information. The 
workbook is then saved. 

When the workbook is next opened, the system signature is excised from the workbook 
and the workbook is concatenated into a hash. If the file has not been tampered with, this 
hash will be exactly the same as the signature’s hash. The digital signature block is 
decrypted using the system’s public key to retrieve the original hash. The two are 
compared; if they match the signature is valid and the file opens. If not, the file is not 
opened and the user alerted that it has been corrupted. 

 


